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PETALS-BC-EJB

This Binding Component (BC) allows to interact with external Enterprise Java Beans (EJB) running on an external JEE
container.

This component has been successfully tested with the following EJB specifications :
+ 20

e 21

« 30

+ 31

On the following JEE container :

¢ JOnAS

e JBoss

OpenEJB
» OC4J

This component acts only as a service provider. A JBl message exchange sent to a ServiceEndpoint (mapped to an EJB)
istransformed into an EJB call through RMI.

I ncut and I nOnl y patterns are currently supported.

If you need mor e informations about EJB3 devel opement with EasyBeans and deployment on JOnASfeel freeto read the
EasyBeans documentation, available online at : _http://wiki.easybeans.org/xwiki/bin/view/Main/Documentation.
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Features

Chapter 1. Features

The petals-bc-ejb component is based on the PEtALS CDK v4, PEtAL S-JAXB-Databinding v1.0 and X Stream 1.3.1.
It provides the following features:

e ExposeEJB (2.0, 2.1, 3.0 & 3.1) as JBI Services.

» Handle JBI security subject by using JAAS Login Modules.

» Binds XML request and response messages to/from Java Objects, by using the PEtALS-JAXB-Databinding library.

PETALS-BC-EJB



Component configuration

Chapter 2. Component configuration

Before installing the be-ejb component, you must check in your $PETALS_HOME/conf/server.properties configuration
file if the property "petals.classloaders.isolated=true" is set and uncommented. The bc-¢jb component need the isolated
classloaders to work correctly.

The component can be configured through its JBI descriptor file like this:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<jbi:jbi xmns:xsi="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
xm ns: petal sCDK="http://petal s. ow2. or g/ conponent s/ ext ensi ons/ ver si on-4. 0"
xm ns:jbi ="http://java.sun.com xm /ns/jbi" version="1.0">
<j bi : conponent type="bi ndi ng- conponent"” conponent-cl ass-| oader-del egati on="parent-first">

<j bi:identification>
<j bi : name>pet al s- bc- ej b</j bi : name>
<j bi : descri pti on>an EJB Bi ndi ng Conponent sendi ng nessages to |ocal or distant EJB
i nstances</j bi:description>
</jbi:identification>

<j bi : conponent - cl ass- name>or g. ow2. pet al s. bc. ej b. Ej bBC</j bi : conponent - cl ass- name>
<j bi : conponent - cl ass- pat h><j bi : pat h- el ement/ ></j bi : conponent - cl ass- pat h>

<j bi : boot st r ap- cl ass- name>or g. ow2. pet al s. conponent . f ramewor k. Def aul t Boot st r ap</j bi : boot st r ap- cl ass-
name>
<j bi : boot st rap- cl ass- pat h><j bi : pat h- el ement/ ></j bi : boot st rap- cl ass- pat h>

<pet al sCDK: accept or - pool - si ze>5</ pet al sCDK: accept or - pool -si ze>
<pet al sCDK: processor - pool - si ze>10</ pet al sCDK: pr ocessor - pool - si ze>
<pet al sCDK: i gnor ed- st at us>NOTHI NG _| GNORED</ pet al sCDK: i gnor ed- st at us>

<shared-1|ibrary>petal s-sl-ejb</shared-1ibrary>

<petal sCDK: j bi -1i stener-cl ass- nanme>or g. ow2. petal s. bc. ej b. | i st ener. JBI Li st ener </ pet al sCDK: j bi -
|I'i stener-cl ass- nane>

</j bi : conponent >
</jbi:jbi>

This component doesn't have any specific configuration parameters.

Y ou can customize the component configuration by changing the following common parameters.
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Component configuration

Table 2.1. Configuration of the component (CDK)

Parameter

Description

Default

Required

Scope

acceptor-pool-size

Thesize of thethread pool used to accept M essage Exchangefrom
the NMR. Once amessageis accepted, its processing is del egated
to the processor pool thread.

5

Yes

Runtime

processor-pool-size

The size of the thread pool used to process Message Exchanges.
Once amessage is accepted, its processing is delegated to one of
the thread of this pool.

10

Yes

Runtime

performance-
notifications

Enablethe performance notificationsin the component. The CDK
proposes to a performance notification feature to the component
implementor. If you enable this feature, you must use the related
method accessible in the Abst r act Conponent class.

No

Runtime

performance-step

When the performance notification feature is enabled, it is
possible to define a step on the notifications. When there is an
heavy message traffic, it is recommanded to increase this step to
avoid performance disturbance.

No

Runtime

properties-file

Name of the file containing properties used as reference by
other parameters. Parameters reference the property name in
the following pattern ${nyPropertyNane}. At runtime, the
expression is replaced by the value of the property.

The value of this parameter is:
« anURL
« afilerelative to the PEtAL Sinstallation path

¢ an empty value to stipulate anon-using file

No

I nstallation

ignored-status

When the component receives an acknowledgement nESsagaND ERROR |

exchange, it can skip the processing of these message according
to the type of the acknowledgment. If you decide to not ignore
some acknowledgement, the component listeners must take care
of them.

Accepted values : DONE_AND_ERROR_| GNORED, DONE_| GNORED,
ERROR_| GNORED OF NOTHI NG _| GNORED

Componen

jbi-listener-
class-name

Qualified name of the class extending AbstractJBI Listener

Yes

Componen

external-listener-
class-name

Qualified name of the class

AbstractExternalListener

extending

No

Componen

& Caution

EJB binding component can only handle outgoing message (JBI --> EJB), so you can't specify an external-listener-

class-name.
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Service configuration

Chapter 3. Service configuration

3.1. Send a JBI message to an external EJB

When a JBI message is received on an endpoint linked to an EJB, the message is transformed into a RMI message, then
sent to the linked EJB.

Figure 3.1. Provides an external EJB asa JBI service

)Application Server

(&t

Client
Component

DXF JBI Env. % SOAPBC

The RMI message is created following these steps :

1. The JBI message payload is mapped to Java abjects. These objects (and their types) are used as operation parameters
for the RMI call. The mapping is done thanks to the PEtAL S-JAXB-Databinding library. For more information about
XML databinding feel free to read the chapter entitled XML to Java binding.

2. The JBI message exchange operation local part is used as the EJB method to invoke.

3. If asecurity subject is provided by the JBI messageit is used as authentication information during the RMI invokation.
Note

For more information about JAAS read the chapter : JAAS authentication for EJB calls

In order to reach the remote EJB, the component need to get an RMI stub of the EJB from a JNDI server. The INDI name
of the target EJB is defined in the parameter ej b. j ndi . nane.

The external EJB is called and the response is processed by the PEtALS-JAXB-Databinding library and then returned
to the JBI environment.

3.2. Service Unit descriptor

The Service Unit descriptor file (j bi . xni ) lookslike this:

<?xm version="1.0" encodi ng="UTF- 8" ?>

<l--
JBI descriptor for the PEtALS "petal s-bc-ejb" conmponent (EJB).
Oiginally created for the version 1.1 of the conponent.

-->

<j bi:jbi version="1.0"

PETALS-BC-EJB 9
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Service configuration

xm ns: ej b="http://petal s. ow2. or g/ conponent s/ ej b/ versi on-1. 1"

xm ns: gener at edNs="http://application.|ocalisation.watersupply.petals.ow2. org/"
xm ns:jbi ="http://java.sun.conl xm /ns/jbi"

xm ns: pet al sCDK="http:// petal s. ow2. or g/ conponent s/ ext ensi ons/ ver si on- 4. 0"

xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schenma- i nst ance" >

<!-- Inport a Service into PEtALS or Expose a PEtALS Service => use a BC. -->
<j bi : servi ces bi ndi ng- conponent ="true">

<l-- Inport a Service into PEtALS => provides a Service. -->

<j bi : provi des
i nterface-nanme="gener at edNs: Local i sati onFi nder Busi nessServi cePort Type"
servi ce- name="gener at edNs: Local i sati onFi nder Busi nessServi ce"
endpoi nt - nanme="Local i sati onFi nder Busi nessSer vi ceEndpoi nt ">

<l-- CDK specific elenents -->
<pet al sCDK: wsdl >Local i sati on. wsdl </ pet al sCDK: wsdl >

<!-- Conponent specific elenents -->
<ej b: ej b.j ndi . nane>Local i sati onFi nder Busi nessSer vi ce</ ej b: ej b. j ndi . nane>

<ej b:java.nam ng.factory.initial >org.jnp.interfaces. Nam ngCont ext Fact ory</
ej b:java. nam ng.factory.initial >

<ej b: ej b. versi on>2. 1</ ej b: ej b. ver si on>

ej b:ej b. hone.interface>
<ej b: mar shal | i ng. engi ne>j axb</ ej b: marshal | i ng. engi ne>

<ej b: security. nane />
<ej b: security.principal />
<ej b:security.credencials />
</j bi : provi des>

</j bi : servi ces>

</jbi:jbi>

<ej b:j ava. nam ng. provi der. url >j np://| ocal host: 1099/ </ ej b: j ava. nam ng. provi der. url >

<ej b: ej b. hone. i nterface>org. ow2. petal s. wat ersuppl y. |l ocal i sati on. application. Local i sati onFi nder Busi ne

Table 3.1. Configuration of a Service Unit to expose an EJB onto PEtAL S

Parameter Description Default | Required
gb.jndi.name The JNDI name of the targeted EJB - Yes
java.naming.factory.initialhe name of the targeted JNDI Initial Context Factory - Yes
java.naming.provider.ur| The URL of the targeted INDI service - Yes
gjb.version Implemention version of the targeted EJB. - Yes
Supported versionsare 2.0, 2.1, 3.0 and 3.1
gjb.home.interface |Fully qualified name of the targeted EJB Home Interface. Used only - Only if
with gfb 2.0 and 2.1. gjb.version
is2.0
or2.1
security.name Fully qualified name of the security module used. - No
security.principal  |Username - No
security.credencials | Password - No
PETALS-BC-EJB 10
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org.ow2

Table 3.2. Configuration of a Service Unit to provide a service (CDK)

Parameter Description Default | Required
wsdl-imports- If false, the external imports declared in the service WSDL won't be|  True No
download downloaded, so they won't be replaced by their content.
wsdl Path to the WSDL document describing services and operations exposed - No
by the provided JBI endpoints defined in the SU.
The value of this parameter is:
* anURL
« afilerelativeto the root of the SU package
If not specified, abasic WSDL description is automaticaly provided by
the CDK.
timeout Timeout in milliseconds of a synchronous send. this parameter can be - No
used in conjunction with thesendSync( Exchange exchange) method of
the Listeners. Set O for an infinite timeout.
petal s.messaging.provide&maclPEtAL S container document for further details. - No
This propety activates the bypass of acknowledgment messages
destinated to this SU.
Table 3.3. Interceptor s configuration for component (CDK)
Par ameter Description Default Required
class Name of the interceptor class. This class must extend the abstract class - Yes
org.ow2.petals.component.common.interceptor.Interceptor. This class have to
be present in the component classloader, in one of the component jars or in a
shared library jar.
name |Name of the interceptor. This name will be used for activation or additional - Yes
configuration in the SU.
active |Interceptor isactivated for all deployed SUs. - Yes

3.3. Service Unit content

The service unit must contain a JAR archive including the EJB Interface (and EJB Home Interface for a 2.x EJB) and all
specific Java classes used by this interface.

It isalso highly recommended to provide aWSDL description of your EJB interface. ThisWSDL description will be used
as Service Description for the JBI Endpoint linked to your EJB.

nmy-su-ejb.zip
+META- | NF

- jbi.xn

-nmy-ejb.jar
-my-ej b- dependencyl. j ar
-my-ej b- dependency?2. j ar

PETALS-BC-EJB
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Chapter 4. Packaging EJB container RMI
client libraries

Since the petals-bc-gjb is ageneric binding component that allows to call Enterprise Java Beans running on different kind
of application servers, you must add your application specific RMI client libraries to the component classpath. There are
three solutions to add the librariesto do so :

* add thelibraries directly in the component classpath (bad)
« add thelibraries to each deployed service unit (average)
 add thelibrariesto a shared library deployed before component startup (good)

By default this component uses a shared library called "petals-9l-gb" which must contains the RMI client libraries of the
EJB targeted EJB container with its JEE EJB specification.

A shared library archive may look likethis:

petal s-sl-ejb.zip
+META- | NF

- jbi.xm
-my-ejb-container-rm-client.jar
-my-ej b-container-rm-client-dependencyl.jar
-my-ej b-container-rm-client-dependency?2.jar
-nmy-ej b-cont ai ner-ej b-specification.jar

Adding jar filesto the archive is not sufficient. Each jar contained by the shared library must be declared within its JBI
descriptor.

Hereis an exemple of such files (jbi.xml file) :

<?xm version="1.0" encodi ng="UTF- 8" ?>
<j bi:jbi
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns: petal s="http://petal s. ow2. or g/ ext ensi ons"
xm ns:jbi ="http://java.sun.com xm /ns/jbi" version="1.0">

<j bi :shared-library cl ass-1oader-del egati on="sel f-first" version="ny-ejb-contai ner-versi onXYzZ">
<j bi:identification>
<j bi : name>pet al s- sl - ej b</j bi : nane>
<j bi : descri pti on>Shar edLi brary EJB for ny-ejb-container-versi onXYZ</j bi : descri pti on>
</jbi:identification>

<j bi : shared-1ibrary-cl ass- pat h>
<j bi : pat h- el ement >ny-ej b-container-rm -client.jar</jbi:path-el enent>
<j bi : pat h- el enment >ny- ej b-contai ner-rm -cl i ent-dependencyl.jar</jbi: path-el enent >
<j bi : pat h- el enment >ny- ej b-contai ner-rm -cl i ent-dependency2.jar</j bi: path-el enent >
<j bi : pat h- el ement >ny- ej b- cont ai ner - ej b- speci fi cation.jar</jbi: path-el enent >

</j bi:shared-1library-cl ass- pat h>

</jbi:shared-1ibrary>
</jbi:jbi>

Finally, to add this shared library to the component classpath you must add the following section to the JBI descriptor of
the component (here with the default shared library for the EJB component) just after the end of the "bootstrap-class-path”
element:

<shared- i brary>petal s-sl -ejb</shared-1ibrary>

PETALS-BC-EJB 12
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Chapter 5. XML to Java binding

Since the JBI message payload isa XML message, the component must provide away to transform Javaobjectsinto XML
(marshalling) an XML to Java objects (unmarshalling). The message payload containing an EJB call is unmarshalled to
Java objects that will be used as method parameters for the EJB call through RMI. The EJB response is intercepted by
the component and then marshalled to an XML payload.

This marshalling / unmarshalling process is provided by the PEtALS-JAXB-Databinding library.

5.1. PEtALS JAXB Databinding

The PEtALS-JAXB Databinding library provides away to marshall / unmarshall Javaobjectsto XML. Thislibrary usesa
WSDL file (generated from your service classwith Apache-CXF or OW2-Java2EasyWSDL from the EasyWSDL tool box)
to bind Java classesto XML tags.

5.1.1. Request message

The incoming JBI message payload is unmarshalled by JAXB using the WSDL provided in the service unit. XML
messages are transformed to Java Objects which are used to perform aRMI call on the EJB.

Figure5.1. An EJB call request which conformsto the provided WSDL

<soapenv: Envel ope
xm ns: soapenv="http://schemas. xnl soap. or g/ soap/ envel ope/ "
xm ns: q0="http://application.localisation.watersupply.petals.ow2.org/"
xm ns: xsd="htt p:// wwmw. w3. or g/ 2001/ XM_Schena"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >
<soapenv: Body>
<q0: get Bur eauDi st ri but eur | nf oBy Communel d>
<qg0: ar g0>452</ g0: ar g0>
</ qO: get Bur eauDi st ri but eur | nf oByCommunel d>
</ soapenv: Body>
</ soapenv: Envel ope>

5.1.2. Response message

The EJB response is intercepted by the component and then marshalled by JAXB conforming to the provided WSDL.

PETALS-BC-EJB 13
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Figure5.2. An EJB response mar shalled confor ming to the WSDL

<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ ">
<soapenv: Body>
<get Bur eauDi st ri but eur | nf oByComunel dResponse
xm ns="http://busi nessinfo.localisation.watersupply.petals. ow2. org"
xm ns: ns2="http://application.localisation.watersupply.petals.ow2.org/">
<ns2:return>

<Bur eauDi st ri but eur | nf 0>
<code>code 0</code>
<i d>452</i d>
<libelle>libelle 0</libelle>

</ Bur eaubDi stri but eur | nf 0>

<Bur eauDi st ri but eur | nf o>
<code>code 2</code>
<i d>452</i d>
<libelle>libelle 2</libelle>

</ Bur eaubDi stri but eur | nf 0>

<Bur eauDi st ri but eur | nf o>
<code>code 3</code>
<i d>452</i d>
<libelle>libelle 3</libelle>

</ Bur eaubDi stri but eur | nf 0>

</ ns2:return>
</ get Bur eauDi st ri but eur | nf oByCommunel dResponse>
</ soapenv: Body>
</ soapenv: Envel ope>

PETALS-BC-EJB
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Chapter 6. JAAS authentication

The EJB binding component is JAAS enabled : it can handle security subjects from your JBI platform to your application
server to perform authentication and role based EJB method restrictions.

& Caution

When using JAAS (or any security feature) you MUST ensure that all the VM are compliant. In other words,
the VM running PEtALS MUST be fully compliant with the one running your application server. Both VM
must came from the same vendor, using the same kind of architecture (32 bits or 64 hits), cryptography libraries
and so on.

6.1. JAAS configuration

JAAS authentication is based on a configuration file which specifies all the login modules to be used during the
authentication process, as shown below.

jonas {
/1 Login Module to use for the exanple jaasclient.

//First, use a Logi nvbdul e for the authentication
org. ow2. petal s. bc. ej b. security. WsSUser Passwor dLogi nMbdul e required
org. ow2. pet al s. users="users. properties" org.ow2. petal s.rol es="rol es. properties";

/1 Use the login nodule to propagate security to the JOnAS server

/1 globalCtx is set to true in order to set the security context

/1 for all the threads of the client container instead of only

/1 on the current thread.

/1 Useful with nultithread applications (like Swing dients)

or g. obj ect web. jonas. security.auth.spi.CientLogi nModule required global Ctx="true";

be

In this file, only one configuration “jonas’ (which is the configuration identifier) is defined. You can define severa
configurations in the same JAAS configuration file.

& Caution

PEtALS must be configured to use this file as default JAAS configuration file at startup. To do so, you must
set up the VM property “java.security.autho.login.config” to the absolute path of your JAAS configuration
file. Assuming that “PETALS HOME” is an environment variable pointing onto your PEtALS installation
folder and your JAAS configuration file is called “jaas.conf” and resides in your PEtALS installation
folder, you can set this VM property by adding the following option to the PEtALS startup command
—Djava.security.auth.login.config=="$PETALS_HOME/jaas.conf”.

6.2. Login module configuration

In your JAAS configuration file you can specify alist of LoginModule, which will be used for the whole authentication
process.

Note

You can write your own LoginModule by implementing the javax.security.auth.spi.LoginModule interface. To
do so fedl free to read the JAAS LoginModule devel oper’ s guide.

For instance in the previous JAAS configuration file, two LoginModule were defined. The first one
(org.ow2.petals.bc.gjb.security. WSSUserPasswordLoginModul€) is used to make the authentication (based on user/
password informations) and the second one, (org.objectweb.jonas.security.auth.spi.ClientLoginModule) is used to
propagate the LoginContext to the application server (JOnAS).

PETALS-BC-EJB 15
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& Caution

LoginModule classes must be included in the service unit.

6.3. JAAS resources

¢ Sun. JAAS Reference , available online at : http://java.sun.com/javase/6/docs/technotes/guides/security/jaas/
JAASRefGuide.html

e Sun. JAAS Tutorials, available online at : _http://java.sun.com/javase/6/docs/technotes/quides/security/jaas/tutorial s/
index.html

* Sun. LoginModule Developer's Guide, available online at : _http://java.sun.com/javase/6/docs/technotes/guides/
security/jaas/fJAASL MDevGuide.html

» Bhattacharjee Rahul. Authentication using JAAS available online at : _http://www.javaranch.com/journal/2008/04/
Journal 200804, sp#ab
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