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1 Introduction
This documents is intented to provide a guide to the configuration and use of Spagic 3 Connectors Htto Server and Http Client.
2 Versions
	Version/Release  n° :
	1.0
	Date
	01/02/2012

	Description
	First Release


3 Glossary

· NM : Normalized Message 
· NMR : Normalized Message Router
· SPAGIC_VERSION : 3.3.0 in case of Spagic 3.3, 3.4.0 in case of Spagic 3.4
4 Connector  Http Server
Http Server is an input connector which allows to receive and process a call to a webservice.
4.1 Connector Configuration
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Configuration fieds mandatory are:
· URI : endpoint of service . If your endpoint is in the localhost, you must use the ip address 0.0.0.0 to identify the host
Configuration fieds non mandatory:
· target :  the service/process which the connector starts
· Server type:  the direction of communication between the connector and its target . Values:

· in-only: the connector send the message to its target and doesn’t wait a reply it expect jest the acknowledge message
· in-out:  the connector send  the message to its target and waits for a reply
· Is Soap: check if your service uses Soap protocol to communicate
· Enable SSL : check if  you want to enable SSL Encryption
· Enable Ws-Security: check if  you want to enable WS Security protocol

· Protocol Adapter:  choose from the list of communication protocol supported and it will be applied the control policy peculiar for the communication protocol chosen. Options
· Plain Http : if the communication is via standard http
· Extended Plain Http: if the communication is via standard compatibile with all the functions of http protocol
· SOAP : if the communication protocol is SOAP(so the http server becames a web service)
· WsSecurityInput : if the communication protocol is SOAP(so the http server becames a web service), this adapter is used if you want to use Ws Security.
· Server Timeout : the time that server waits for an acknoledge message or the reply from the target, when it expires, it sends a failure message to the client
4.2 SOAP 
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If  you check the use of SOAP you have to fill two mandatory fields:
· Soap Version : choose from the list of supported versions

· WSDL : link to wsdl . To add a wsdl you have to simply drag and drop the .wsdl file  stored in the folder /Resources/Wsdl or you can create e generic one to use in the connector clicking on [image: image3.png]


. A  generic .wsdl file will be automatically created ,stored in the  /Resources/Wsd folder and associated to the connector.
4.3 SSL
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If you want to enable SSL encryption, you can check on Enable SSL. You have to fill these mandatory fields:
· Client Authentication: you can choose if you need a client authentication and if authentication is mandatory. If you choose the client authentication, you have three mandatory fields to fill

· Truststore : link to trustore file  . To add a trustore you have to simply drag and drop the . keystore,.ks, .jks file  stored in the folder /Resources/ Keystores

· Truststore Password: Password to open the keystore and retrieve certificate

· Truststore Type:  choose from the list of supported  types, which are the supported extensions of trustore file

· Keystore : link to keystore . To add a keystore you have to simply drag and drop the  keystore file that have to be stored stored in the folder /Resources/ Keystores. Each file must contain only one certificate
· Keystore Password: password to open the keystore and retrieve certificate
· Keystore Type:  choose from the list of supported keystore type

4.4 Ws-Security
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After Configuring Protocol Adapter as WsSecurity Input  if you want to enable Ws Security Protocol, you can check on Enable Ws-Security. 
· Enable Ws-Trust : check if you want to Enable Ws-Trust. If you check it, actions on Request and Response will be set to Signature+Encryption+Timestamp and all the fields associated to these actions have to be filled.
You have two different sections one for Request and one for Response, for Request  you have to fill these mandatory fields:

· Ws-Security Action on Request : choose from the list of supported actions on request:

If you choose Signature you adopt the XML-Signature to to provide end-to-end security (more info on http://www.w3.org/TR/xmldsig-core/ ) . So you have to fill there mandatory fields
· Signature Property File : absolute path of the .property file in which you have to set three properties:
· org.apache.ws.security.crypto.provider class name that read and process the keystore
· org.apache.ws.security.crypto.merlin.file: link to keystore . To add a keystore you have to simply drag and drop the  keystore file that have to be stored stored in the folder /Resources/ Keystores. Each file must contain only one certificate
· org.apache.ws.security.crypto.merlin.keystore.password :password to open the keystore and retrieve certificate

 If you choose Encryption you adopt the XML- Encryption  to provide end-to-end security(more info on http://www.w3.org/TR/xmlenc-core/ ).So you have to fill there mandatory fields:

· Decryption Property File : : absolute path of the .property file in which you have to set three properties:

· org.apache.ws.security.crypto.provider class name that read and process the keystore
· org.apache.ws.security.crypto.merlin.file: link to keystore . To add a keystore you have to simply drag and drop the  keystore file that have to be stored stored in the folder /Resources/ Keystores. Each file must contain only one certificate
· org.apache.ws.security.crypto.merlin.keystore.password :password to open the keystore and retrieve certificate

· Password Callback Class : name of callback class you want to use for retrieving password , default is  org.spagic3.connectors.http.adapters.security.util.PWCallback
If you choose Signature+ Encryption you have all the field previously explained to fill in.
For Response you have to fill these mandatory fields:
· Ws-Security Action on Response : choose from the list of supported actions on request

If you choose Signature you adopt the XML-Signature to to provide end-to-end security (more info on http://www.w3.org/TR/xmldsig-core/ ) . So you have to fill there mandatory fields
· Signature Property File : absolute path of the .property file in which you have to set three properties:

· org.apache.ws.security.crypto.provider class name that read and process the keystore
· org.apache.ws.security.crypto.merlin.file: link to keystore . To add a keystore you have to simply drag and drop the  keystore file that have to be stored stored in the folder /Resources/ Keystores. Each file must contain only one certificate
· org.apache.ws.security.crypto.merlin.keystore.password :password to open the keystore and retrieve certificate

· Signature User :  username from which retrieve the password
· Password Callback Class : name of callback class you want to use for retrieving password , default is  org.spagic3.connectors.http.adapters.security.util.PWCallback
· Signature Key Identifier : define how the password is referenced
 If you choose Encryption you adopt the XML- Encryption  to provide end-to-end security(more info on http://www.w3.org/TR/xmlenc-core/ ).So you have to fill there mandatory fields:

· Encryption User :  username from which retrieve the password
· Encryption Property File : absolute path of the .property file in which you have to set three properties:

· org.apache.ws.security.crypto.provider class name that read and process the keystore
· org.apache.ws.security.crypto.merlin.file: link to keystore . To add a keystore you have to simply drag and drop the  keystore file that have to be stored stored in the folder /Resources/ Keystores. Each file must contain only one certificate
· org.apache.ws.security.crypto.merlin.keystore.password :password to open the keystore and retrieve certificate

· Encryption Key Identifier : define how the password is referenced
If you choose Signature+ Encryption you have all the field previously explained to fill in.

4.5 Ws-Trust

If you choose to Enable Ws-Trust another section in the configuration wizard will appear
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If you check to Enable Ws-Trust Signature you have to fill the field
· Ws-Trust Signature Property File : absolute path of the of the property file for signature.

If you check to enable Ws-Trust Encryption you have to fill the field

· Ws-Trust Encryption Property File : absolute path of the of the property file for signature.
· Ws-Trust  Password Callback Class : name of callback class you want to use for retrieving password , default is  org.spagic3.connectors.http.adapters.security.util.PWCallback
5 Connector Http Client
Http Client is an output connector which allows to send  calls to a web service.
5.1 Connector Configuration
[image: image7.png]in Development - TestCaseSpagic/Connectors/httpClient.connector - Eclipse

Flo Edt Navigate Search Project Run Window Help

[mild FB-O-Q- WO ISOF IR ISE 5| 4 Plugin Devel.

4 htpserverconector | [ htpserver keystore |~ ttpClent connestor 3 ==

HTTPClient : httpClientConnector
0 [ htpClentConnector

~ Root Properties

uri hitp:j7127.0.0,1:8858Fake
FlaglsSoap o

Protocoladapter PlanHTTP.

clentTimeaut

Send Faults To Target
Enable 551

Enable Proxy

Enable Ws-Security
Must Set Wsdl Operation

Content type textpxml

Method PosT

Parameters passed by HTTPHeader

Mulipart type mulipartrelated

WL Form





Configuration fieds mandatory are:

· URI : endpoint of service. You can also set it dynamically putting the endpoint in the property “locationURI”, setting it in the header of NM.
Configuration fieds non mandatory:
· Flag Is Soap :  check if your service uses Soap protocol to communicate
· Protocol Adapter: it allows to adopt one of communication protocols supported 

· Client  Timeout : the time that the client is active(in ..)

· Send Faults to Target : check if  you want to send fault notification to target
· Enable SSL : check if  you want to enable SSL encryption
· Enable Proxy : check if you want to use a Proxy

· Enable Ws-Security: check if  you want to enable WS Security protocol

· Must Set Wsdl Operation: check if  you want to set the operation in SOAPAction  attribute of the SOAP message sent to the web service. If you check this field you have to fill Wsdl Operation Name field
· Content type : the content-type to set to the header of the message to be sent to the server
· Method : the http operation of the client. If you choose GET, PUT and DELETE you have to fill the field
· Parameters passed by:  if parameters are in the header or in the QueryString

If method is Post you have to fill:

· Parameters passed by:  if parameters are in the header or in the QueryString

· Multipart type  : default is text/xml   

5.2 SSL
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If you want to enable SSL encryption, you can check on Enable SSL. You have to fill these mandatory fields:

· Client Authentication: you can choose if you need a client authentication and if authentication is mandatory

· Truststore : link to trustore file  . To add a trustore you have to simply drag and drop the . keystore,.ks, .jks file  stored in the folder /Resources/ Keystores

· Truststore Password: Password to open the keystore and retrieve certificate
· Truststore Type:  choose from the list of supported  types

5.3 Proxy
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If you want to enable the use of proxy you can check on Enable Proxy. In this case you have to fill the mandatory fields:
· Proxy Host : the host proxy

· Proxy Port : the port

· Proxy Authentication : check if you want to enable authentication for proxy, if you do so, you have to fill two new mandatory fieds

· Proxy Username

· Proxy Password

5.4 Ws Security
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After Configuring Protocol Adapter as WsSecurity Output  if you want to enable Ws Security protocol  you can check on Enable Ws-Security. You have to fill these mandatory fields:

· Ws-Security Action on Request : choose from the list of supported actions on request-Security Action on Request

If you choose Signature you adopt the XML-Signature to to provide end-to-end security (more info on http://www.w3.org/TR/xmldsig-core/ ) . So you have to fill there mandatory fields

· Signature Property File : absolute path of the .property file in which you have to set three properties:

· org.apache.ws.security.crypto.provider class name that read and process the keystore
· org.apache.ws.security.crypto.merlin.file: link to keystore . To add a keystore you have to simply drag and drop the  keystore file that have to be stored stored in the folder /Resources/ Keystores. Each file must contain only one certificate
· org.apache.ws.security.crypto.merlin.keystore.password :password to open the keystore and retrieve certificate

· Signature User

· Password Callback Class : default is  org.spagic3.connectors.http.adapters.security.util.PWCallback

· Signature Key Identifier : define how the password is referenced

If you choose Encryption you adopt the XML- Encryption  to provide end-to-end security(more info on http://www.w3.org/TR/xmlenc-core/ ).So you have to fill there mandatory fields:

· Encryption User

· Encryption Property File : : absolute path of the .property file in which you have to set three properties:

· org.apache.ws.security.crypto.provider class name that read and process the keystore
· org.apache.ws.security.crypto.merlin.file: link to keystore . To add a keystore you have to simply drag and drop the  keystore file that have to be stored stored in the folder /Resources/ Keystores. Each file must contain only one certificate
· org.apache.ws.security.crypto.merlin.keystore.password :password to open the keystore and retrieve certificate

· Encryption Key Identifier : define how the password is referenced
If you choose Signature+ Encryption you have all the field previously explained to fill in.

If you choose Username Token  you have to fill there mandatory fields:

· Username Token  User

· Username Token  Password Callback Class : default is  org.spagic3.connectors.http.adapters.security.util.PWCallbacK
· Password Type: choose in the list of password values supported.

For Response you have to fill these mandatory fields:
· Ws-Security Action on Response : choose from the list of supported actions on request

If you choose Signature you adopt the XML-Signature to to provide end-to-end security (more info on http://www.w3.org/TR/xmldsig-core/ ) . So you have to fill there mandatory fields

· Signature Property File : absolute path of the .property file in which you have to set three properties:

· org.apache.ws.security.crypto.provider class name that read and process the keystore
· org.apache.ws.security.crypto.merlin.file: link to keystore . To add a keystore you have to simply drag and drop the  keystore file that have to be stored stored in the folder /Resources/ Keystores. Each file must contain only one certificate
· org.apache.ws.security.crypto.merlin.keystore.password :password to open the keystore and retrieve certificate

If you choose Encryption you adopt the XML- Encryption  to provide end-to-end security(more info on http://www.w3.org/TR/xmlenc-core/ ).So you have to fill there mandatory fields:

· Decryption Property File : absolute path of the .property file in which you have to set three properties:

· org.apache.ws.security.crypto.provider class name that read and process the keystore
· org.apache.ws.security.crypto.merlin.file: link to keystore . To add a keystore you have to simply drag and drop the  keystore file that have to be stored stored in the folder /Resources/ Keystores. Each file must contain only one certificate
· org.apache.ws.security.crypto.merlin.keystore.password :password to open the keystore and retrieve certificate

· Password Callback Class : name of callback class you want to use for retrieving password , default is  org.spagic3.connectors.http.adapters.security.util.PWCallback

If you choose Signature+ Encryption you have all the field previously explained to fill in.

If you choose Username Token  you have to fill no fields.

5.5 Basic access authentication
If you use the basic access authentication, you can simply put the username and the password in the header of the NM  setting the properties:


http.basicAuthentication.username


http.basicAuthentication.password
5.6 Setting dynamically the URI to the connector: an example

Here is shown one of the ways to set dynamically the endpoint  URI to the connector. In this case we provide the definition of the URI, that is in the header of NM that comes as input in the connector . The uri is set in the headere of NM  by a script service placed in a task  before the connector. Please refer to the Script Service Configuration Guide about configuration of the script service.
Here is shown the groovy script that has to be set to the script service to set the URI in the header message:
outMessage.setHeader("locationURI", "httpURI");
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